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Message Text 



CONFIDENTIAL 

PAGE 01 STATE 215106 

44 

ORIGIN EUR- 12 

INFO OCT-01 ISO-OO SY-05 FBO-02 A-01 L-03 /024R 

DRAFTED BY EUR/EX/PMO:NSBASKEY:RJW 

APPROVED BY EUR/EX:ALRATTRAY 

EUR/CE:DANDERSON 

A/SY/FO:VSTMARS 

A/FBO:PSTANGE 

045969 

P 101812Z SEP 75 
FM SECSTATE WASHDC 
TO AMEMBASSY BERLIN PRIORITY 
INFO AMEMBASSY BONN PRIORITY 
AMCONSUL FRANKFURT 
USMISSION USBERLIN 

CONFIDENTIAL STATE 215106 

E.O. 11652:GDS 

TAGS: AFSP, ACOM, ABLD, ASEC 

SUBJECT: SECURITY SURVEILLANCE OF RENOVATIONS 
REF: (A) BERLIN 6310; (B) BERLIN 6324; (C) STATE 211570 

(1) APPRECIATE POST'S COMMENTS REFTEL (B) REGARDING ISSUE 
OF FREE ACCESS. WE ARE REVIEWING ALL BACKGROUND INFORMA- 
TION AND WILL RESPOND AS SOON AS POSSIBLE. SUGGEST THAT 
EMBASSY DELAY NEGOTIATIONS WITH GDR OFFICIALS UNTIL 
DEPARTMENT S RESPONSE RECEIVED. 

(2) WHILE AGREEING, IN PRINCIPLE, WITH DESIRABILITY OF 

TOTAL SURVEILLANCE RECOMMENDED BY CONSECTEAM REF (A), WE 
THINK THAT DECISION OF FINAL COMPOSITION AND ASSIGN- 
MENT SURVEILLANCE TEAM MUST AWAIT RESOLUTION ACCESS 
QUESTION. IN INTERIM, WE HOPE EMBASSY WILL BE ABLE TO 
APPROVE RSO ASSIGNMENT PROPOSED REFTEL (C). KISSINGER 

CONFIDENTIAL 
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Message Attributes 



Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 10 SEP 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: greeneet 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975STATE215106 

Document Source: CORE 

Document Unique ID: 00 

Drafter: NSBASKEY:RJW 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: D75031 3-0681 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t19750965/aaaacfkt.tel 

Line Count: 52 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN EUR 
Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 

Reference: 75 BERLIN 631 0, 75 BERLIN 6324, 75 STATE 21 1 570 

Review Action: RELEASED, APPROVED 

Review Authority: greeneet 

Review Comment: n/a 

Review Content Flags: 

Review Date: 02 JUN 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <02 JUN 2003 by ShawDG>; APPROVED <10 OCT 2003 by greeneet> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
06 JUL 2006 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: SECURITY SURVEILLANCE OF RENOVATIONS 
TAGS: AFSP, ACOM, ABLD, ASEC 
To: BERLIN 
Type: TE 
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